PekomeHaauuu no 3awmute nHdopmaumm
OT BO3eNCTBMUA NPOrpaMMHbIX KOAOB, NPMBOAALMX K HAPYLUEHUIO
WwTaTHOro chyHKLLMOHUPOBaHUA CPeACTBa BbIYUCIIUTENIbHOW TEXHUKMN,
B Lilef1IfiX NPOTUBOAENCTBUA HE3aKOHHbIM (PUHAHCOBBLIM OonepaLusaM.

NaHHble Pekomenaauum paspabotarbl OO0 «CK « MHCAMT» B cootBeTcTBUM ¢ n.1.13. MonoxeHnem
BaHka Poccum ot 20 anpens 2021 r. N 757-I «O6 ycTaHOBNEHUN 06a3aTeNbHbIX ANs1 HEKPEAUTHbIX
(PUHAHCOBbLIX OpraHu3auuin TpeboBaHuii kK obecneyYeHnto 3almTbl HOPMAaLUK NMPU OCYLLECTBIEHUN
OeATenbHOCTM B cdoepe (UHAHCOBBIX PbLIHKOB B LIENSX MNPOTMBOAEWCTBUSA OCYLLECTBIEHNIO
He3aKOHHbIX (PMHAHCOBLIX onepauuny.

BO3MOXHble PUCKU MONlyYeHUsi HeCaHKUMOHMPOBAHHOro [MOocTyna K 3alumiiaeMoMu
MH(OPMaLUM C Lenbio oCyLecTBNeHUa (PMHAHCOBLIX onepauui nuuaMmm, He obnagaroWwmmm
npaBoOM UX OCYLUECTBIIEHMUS.

Mpun paboTe knueHToB Ha noptane OO0 «CK MHCAWT» ¢ ucnonb3osaHnem "MuyHoro kabuHeTa"
BO3HMKAKOT PUCKM NMOMNYYEHUS HECAHKLMOHMPOBAHHOIO 4OCTYNa K KOHbmaeHLUMansHom nHgopmaumm
KNMeHTa, e€ pasrnalleHnss 1 U3MeHeHUs 1 T.n.

HocTtyn K "JInyHOMY KaBuHeTy" KnMeHTa MOXET ObITb MOMyYeH TpeTbMMU N1MLamMu B CrieacTBueE:
HeCaHKLUMOHMPOBAHHOIO AOCTyrna K YCTPOMCTBAM KIMEHTa, C KOTOPbIX OH OCYLLIECTBNSAET BXOA B
NNYHBIV KaBUHET (NepcoHarnbHble KOMMbITEPBI, MOBUIbHBIE YCTPOWCTBA U Ap.);

Nony4YeHNsa TPeTbUMM NULAMUN aHHbIX, HEOOXOAMMbIX ANs aBTopu3aumm B "JllInyHoM KabuHeTe", no
npyyMHaM pasrnalleHnst U HeHaaNeXallero XpaHeH s KNMEHTOM 3TUX CBEAEHMWIN, UX KPaXKN NMYTEM
COBEpLUEHNST MOLUEHHUYECKNX AeNCTBUIA, NPUMEHEHNSA BPEOOHOCHbLIX KOAOB.

Mepbl Nno npeaoTBpaLleHno AocTyna K 3awmwaemMon nHpopmaumu.

OOwme pekomeHaaUUm:

NCMNOMb3yWTe TONbKO MULEH3MOHHOE NporpamMmmHoe obecneyeHue;

perynsipHo 0OHOBMANTE OnepaLnoHHbIE CUCTEMbI, MPOrpaMMbl Y MPUMOXKEHNS HA CBOMX YCTPOMCTBAX
(nepcoHanbHbIX KOMMbOTEPAX, MOOUIBbHBLIX YCTPONCTBAX U Ap.);

Ha MOOUINbHbIE TeNedOHbl U NNaHLWEThl YCTaHaBNMBANTE NPUIOXEHUST UCKITIOYUTENBHO MO CChINIKam
B aBTOPM30BaHHbIX MarasvHax npunoxeHun (App Store, Google Play);

ncnonb3ynTte cpeactasa 6NOKMPOBKM YCTPOMUCTB (Nnaponu, nuH-koabl, Face ID, Touch ID);
UCMNOMb3yliTe BCTPOEHHbIE CPEACTBA MEXCETEBOro 3KpaHMpPOBaHWS B OMepaLvoOHHbIX CUCTeMax Ha
nepcoHarnbHbIX KOMMbOTEPax 1 HOYTOYKax (bpaHamayap nnu firewall).

PekomeHaaumu no ucnosnb3oBaHWUIO Naporen:

He coobLanTe TpeTbUM Nnuam NaponbHy MHopMauuio Ans goctyna B "JIYHbIN KabuHeT";

He XpaHuTe NaporbHY MHAOPMALMIO Ha ByMaXKHbIX HOCUTENSX, B hannax Ha CBOUX YCTPOMCTBaX
(nepcoHanbHbIX KOMMbOTEPAX, MOOUITBHBLIX YCTPONCTBAX U Ap.);

ncnonb3dynte ana goctyna B "JIMYHbIM KaBWHET" CroXHbii naponn (He mMeHee 8 CUMBOJIOB,
cofepxaline natuHckue OyKBbl B HUXKHEM M BEPXHEM PErUCTpe, a Takke umMdpbl U cneumanbHble
CUMBObI).

PekomeHpauum no ncnosnib3oBaHUKO aHTMBMPYCHOﬁ 3alWnTbI:



anga 3awuTel Bawero ycTtponmctBa UCNOMb3ynTe NUUEH3MOHHOE aHTMBUPYCHOE MpOrpaMmHoe
obecneyeHue;

ncnonb3yemoe aHTuBupycHoe MO JoMmKHO perynsapHo obHOBRATLCS;

OOIMKHO MPOBOAUTLCA  PEerynsipHoe aHTMBMPYCHOE CKaHMpOBaHMe YCTPOWCTB, C  KOTOPbIX
ocyllecTBnseTcs focTyn B "JIMYHbIA kKabuHeT".

PekomeHpauumn no 3awmte npu paboTe B CE€TU UHTEPHET:

Nno BO3MOXHOCTW, HE WUCMONb3yhWTe AN O0CTyna B JIMYHbLIA KAaOMHET YCTPOWCTBO, KOTOPbIM Bbl
nonb3yeTecb A4S NPOCMOTPa CanToB B CETU VIHTEPHET;

HEe nocewjanTe canTbl COMHUTENBHOIO COAEPKAHMS;

OyabTe 6anTenbHbl NpK 3anycke annos, NOMyYEHHbIX U3 UHTEPHETA, 3NEKTPOHHONM NOYThbI;

He coxpaHsinTe naposnb oT "JlnyHoro kabmnHeTa" B Gpayaepe.



